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Standards mismatch
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Standards mismatch

MA;laga <= Mélaga
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CAD

Computer Aided Design
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CAD

7
Computer Aided Design
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CAD

Credenciales Académicas Digitales

(Digital Academic Credentials)
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2020

no need to remember what
happened
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2021

NextGenerationEU funds
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2021

i i

Plan de Recuperacion, Transformacion y Resiliencia
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I - Financiado por

* = .

5 GOMEWNO  MINKTERIQ

: E DEESPANA  DE UNIVERSIDADES s B i, la Unién EUrOpea

Transformacién y Resiliencia NextGenerationEU

UniDigital Programme

Hyatt Regency Orange County, CA
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UniDigital Programme

50% university’s own projects
50% collaboration projects

Hyatt Regency Orange County, CA
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UniDigital Programme

betting on two horses

two verifiable credentials projects

CertiDigital project & CAD project
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eleven universities
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one contractor

inetum.”
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CAD objectives

+ Standards based interoperable solution for acreditations and certifications
+ Regulatory compliance (GDPR, elDAS2)
+ Free software solution for the universities

+ Integrated with university IT systems
+ Foster verifiable credential use in the public and private sectors

Hyatt Regency Orange County, CA

October 16-17, 2024
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Digital identity challenges
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Self Sovereign identity (SS/)

. Person/
Credential producer Citizen Service provider / Credential receiver

Entities that generate Persons that manage and Any entity that can ask for and process
credentials about persons voluntarily share credentials from  shared data with previous person consent

their “identity wallet”

Hyatt Regency Orange County, CA
October 16-17, 2024
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Why a DLT (a.k.a. blockchain)

Q Transparency
=] Immutability
%+  Decentralisation

Hyatt Regency Orange County, CA

October 16-17, 2024
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CURRENT MODEL OF IDENTITY

Hyatt Regency Orange County, CA
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SELF-SOVEREIGN IDENTITY

Hyatt Regency Orange County, CA

October 16-17, 2024



Wallet

Learner

B2 Italian

Credential
Credential presentation
Data requested by

Certified data
service provider

about person

Language school

Subject Presentation
Registry

Credential
receiver

Entity requiring person’s data

Entity able to certify person’s data

(*) Hash registry, irreversible cryptographic algorithm
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@ DALION
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2\ ALA/TRIA

Hyatt Regency Orange County, CA
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Component summary

+ SDK for web and Android apps

+ Corporate services (SIS, IdM, ...)
+ Microservices for DLT operations
+ Alastria blockchain node

+ Dalion identity wallet

Hyatt Regency Orange County, CA

October 16-17, 2024
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Operations

+ Registration (Alastria only)
+ Vinculation (DID < Uni Id)
+ Authentication

+ Issuance

+ Presentation

Hyatt Regency Orange County, CA

October 16-17, 2024
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Schemas & Credentials

+ Recycled AlastrialD schema
+ Basic personal data

+ Student ID card

+ University diploma

Hyatt Regency Orange County, CA

October 16-17, 2024
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A credential

{
"carnet_universitario": {
"apellido2": "Garcia",
"centro_estudios": "Servicio de Sistemas Informaticos (SCI)",
"numero_identificacion": "0610419411",
"apellidol™: "Giralt™,
"universidad": "Universidad de Malaga",
"nombre": "Victoriano Francisco"
P
"levelOfAssurance": 0
b

Hyatt Regency Orange County, CA D)
October 16-17, 2024 ESE
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& VOLVER 1110

Identificadores y claves

DID did:ala:quor:redT:797993172369a0d66451cef4708119¢c5d 1ceccfs 0

Clave 0xd6456a6ec1bf46bdb18a25351e43c5d8a6d847e9105ae03381f635952f8 a

publica 3e3a57366832b8d447e3bbd6b160aafe4c84b29094ed6fc4ac5f915d856fa

DID did:key:z2dmzD81cgPx8Vki7JbuuMmFYrWPgYoytykUZ3eyght1j9KbgapX g
DYmQR4Qin7wiunoDcRNXRES3bfFdGNGeB2zKiUwLPUZHUxGkkjBokYCz4r

Clave {"kty""EC""erv","P-256" "kid":"8pxCDHNQDTKdWq48_-KRNN1ijtssTSnPUOmM o

publica elL-Cwal0U""x":"7RUKdhabGXsIGCZiG20TI9LbMxLc117WK9IkrkO00r34","y":"4

Hyatt Regency Orange County, CA

October 16-17, 2024
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there’s more that fits the eye

"kty":"EC",

"crv":"pP-256",
"kid":"8pxCDHNQDTKAWQ48_-KRNN1ijtssTSnPUOmeL-CwalOU",
"x":"TRUKAhabGXsIGCZiG20TI9LbMxLcll7WK9krKOO0r34",
"y":"4KHOS5Kw6CcDKPsxhtTJCi8HQbF796Ez2wvQ53RHv0Oco"

Hyatt Regency Orange County, CA
October 16-17, 2024




OCTOBER 2024 DATA SUMMIT

Tus datos a tu disposicién

Hyatt Regency Orange County, CA D)
October 16-17, 2024 ESE
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& VOLVER 1110 C ReFRESCAR

Dato
0610419411

Tipo de dato (multivaluado)

Carnet Universitario ®

Entidad emisora

Universidad de Malaga

Fecha de emision Fecha de caducidad
08-09-2024 08-09-2025

Nivel de confianza

Sin verificar

( FIJAR COMO PREDETERMINADO )

1] BORRAR DATO

Hyatt Regency Orange County, CA

October 16-17, 2024
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& VOLVER 1110

Carnet Universitario

Detalle general Detalle técnico

Numero Identificativo
0610419411

Universidad

Universidad de Malaga

Nombre (DNI)

Victoriano Francisco

Primer Apellido (DNI)
Giralt

Segundo Apellido (DNI)
Garcia

Hyatt Regency Orange County, CA

October 16-17, 2024
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© DUMA Buscador Mis datos en DUMA ~ castafiore@uma.es~

Estos son los conjuntos de i 6nicas de i 6n que la dispone
sobre usted), que puede descargar (Emitr) para almacenar en la wallet de su dispositivo mévil.

Credenciales basicas

(formato espafiol para Alastria)

Seleccione las credenciales que desea afiadir a su wallet. | Emitir |

Email
castafiore@uma.es (emitida)

Primer apellido
Castafiore (emitida)

Segundo apellido
Rufini (emitida)

Nombre
Bianca (emitida)

Carnet universitario

Hyatt Regency Orange County, CA

October 16-17, 2024
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A credential issuance
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A credential issuance

eyJhbGciOiJFUzI1NksiLCJ0eXAi01iJKV1QiLCJIgqd2si0iIweDY5ZJE3MzAXY
zU1ZDUxNzhhOTI1YmV1INDk1ZGZkNDI3NDQONmM1ODB jNzMyODI1MzglYzUxOT
M3YjA2MDgwNzJkMzJ1ODkyNT1iNDg20WQzMmYxMmMOYTU1OGZhM2 JmMTQ1OWN
hYzFhMTg4ZDczYmUSMGUWZ TkxMmIwMmUSNzMzIiwia2lkIjoiZGlkOmFsYTpx
dWoyOnJ1ZFQ6oMzMINMEMM Jjd1O0GIwYmEFmYWMOMTQxY JUSNWMyOWRhYmV jOWE zM
zUzNiNrZX1zLTEifQ.eyJpc3MiOiJkaWQ6YWxhOnF1b3TI6cmVkVDozMzU2YWY
yN2U4YJBiYWZhYzQxNDFiNTk1lYzI5ZGF1iZWM5YTMzNTM2TIiwiZXhwIjoxNzI5
MTM40ODA3LCJuYmYiOjE3MjkxMzgyMDcsImpO0aSI6I1VNQSOhbGEFzdHIpYS10Db
2t1bi9hODgONGFi0SImZGMzLTRMZ JELtYWUxOCOzYTZkMWIXYTEINDQIiLCIpYX
Qi0jE3MikxMzgyMDcsImd3dSI6Imh0dHAG6LY8zNC45MS4yMTEUN jc6MjIwMDA
iLCJJYnUi01JodHRwczovL2NhZC11ZC5zY2kudWlhLmVzL29yY2gvYXBpL3Yx
L3RpbnktdXJsL2NyZWR1bnRpYWxzL2I5NzdjYWYzLTU4Z jMtNDQ1OCOS5NmMx L
TUSYTEONGNhMTUyZSIsInR5cGUi01lsiQWxhc3RyaWFUb2t1biIsI1VIMjIxIl
19.WahBuuITAiYR-mtgM-siAZOMHASgkcS—-ob0VIspjTtSgge_hI45I4j8Fk0

N1 DX m QA M

Hyatt Regency Orange County, CA
October 16-17, 2024
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"cbu’:
"type’:

A credential issuance

"did:ala:quor:redT:3356af27e8b0bafac4141b595¢c29dabec9a33536',

1729138807,

1729138207,

"UMA/alastria-token/a8844ab9-fdc3-4ffl-ael8-3a6dlblalb44’,

1729138207,

"http://34.91.211.67:22000",

"https://cad-ud.sci.uma.es/orch/api/vl/tiny-url/credentials/b97
["AlastriaToken’, ’'US221']

Hyatt Regency Orange County, CA
October 16-17, 2024
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the future

Hyatt Regency Orange County, CA

October 16-17, 2024
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ebsi

European Blockchain
//ec.europa.eu/digital-building-blocks/sites/display/EBSI/What+is+ebsi

https://hub.ebsi.eu/

Hyatt Regency Orange County, CA

October 16-17, 2024


https://ec.europa.eu/digital-building-blocks/sites/display/EBSI/What+is+ebsi
https://ec.europa.eu/digital-building-blocks/sites/display/EBSI/What+is+ebsi
https://hub.ebsi.eu/
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ey X=-DIGITAL GREDENTIALS 4 EUROPE
s~ DCLEU

https://www.dcdeu.eu/

Hyatt Regency Orange County, CA
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https://www.dc4eu.eu/
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the TIR

Trusted Issuer Registry

The Trusted Issuers Registry (TIR) is a generic decentralised registry that
maintains information about trusted issuers, including public data, accreditations
and other relevant details. This information is stored in the smart contract as
Attribute Envelopes (similar to Verifiable Credentials), which can be issued by
Trusted Issuers or self-issued. Validation of generic Envelopes (like Verifiable
Credentials) occurs outside the EBSI Platform. Issuers can define proxies used
during credential verification to check if credentials are still valid or have been
revoked. The verification flow is detailed in the Credential Status Framework.

https://hub.ebsi.eu/vc-framework/credential-status—-framework

Hyatt Regency Orange County, CA

October 16-17, 2024


https://hub.ebsi.eu/vc-framework/credential-status-framework
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Schemata

Trusted Schema Registry
https://hub.ebsi.eu/apis/pilot/trusted-schemas—-registry
https://code.europa.eu/ebsi/json—-schema/

Natural Person in Education use cases:
@cef-ebsi/vedm2.0-verifiable-education-id-schema

Europass EDC based on ELM 3.2
@cef-ebsi/vedm?2.0-europass-edc-schema

Hyatt Regency Orange County, CA

October 16-17, 2024


https://hub.ebsi.eu/apis/pilot/trusted-schemas-registry
https://code.europa.eu/ebsi/json-schema/
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Real working demo

October 16-17, 2024
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"cbu’:
"type’:

A login credential request

"did:ala:quor:redT:3356af27e8b0bafac4141b595¢c29dabec9a33536',

1729172389,

1729171789,

"UMA/alastria—-token/3c8355c4-344c-4267-a7ce-24a0ca7bafl9’,

1729171789,

"http://34.91.211.67:22000",

"https://cad-ud.sci.uma.es/orch/api/vl/alastria/alastria-sessio
["AlastriaToken’, ’'US211’]

Hyatt Regency Orange County, CA
October 16-17, 2024
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THANK YOU

Hyatt Regency Orange County, CA
October 16-17, 2



