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Credenciales Académicas Digitales
(Digital Academic Credentials)



2020

no need to remember what
happened



2021

NextGenerationEU funds



2021

Plan de Recuperación, Transformación y Resiliencia



UniDigital Programme



UniDigital Programme

50% university’s own projects
50% collaboration projects



UniDigital Programme

betting on two horses

two verifiable credentials projects

CertiDigital project & CAD project



eleven universities



one contractor



CAD objectives
+ Standards based interoperable solution for acreditations and certifications
+ Regulatory compliance (GDPR, eIDAS2)
+ Free software solution for the universities
+ Integrated with university IT systems
+ Foster verifiable credential use in the public and private sectors



Digital identity challenges



Self Sovereign identity (SSI)



Why a DLT (a.k.a. blockchain)

Transparency
Immutability
Decentralisation















Component summary

+ SDK for web and Android apps
+ Corporate services (SIS, IdM, ...)
+ Microservices for DLT operations
+ Alastria blockchain node
+ Dalion identity wallet



Operations

+ Registration (Alastria only)
+ Vinculation (DID ⇔ Uni Id)
+ Authentication
+ Issuance
+ Presentation



Schemas & Credentials

+ Recycled AlastriaID schema
+ Basic personal data
+ Student ID card
+ University diploma



A credential







there’s more that fits the eye
{
"kty":"EC",
"crv":"P-256",
"kid":"8pxCDHNQDTKdWq48_-KRNN1ijtssTSnPU0meL-Cwa0U",
"x":"7RUKdhabGXsIGCZiG2oTI9LbMxLc117WK9krKOO0r34",
"y":"4KH05Kw6cDKPsxhtTjCi8HQbF796Ez2wvQ53RHv0Oco"

}













A credential issuance



A credential issuance
eyJhbGciOiJFUzI1NksiLCJ0eXAiOiJKV1QiLCJqd2siOiIweDY5ZjE3MzAxY
zU1ZDUxNzhhOTI1YmVlNDk1ZGZkNDI3NDQ0NmM1ODBjNzMyODI1Mzg1YzUxOT
M3YjA2MDgwNzJkMzJlODkyNTliNDg2OWQzMmYxMmM0YTU1OGZhM2JmMTQ1OWN
hYzFhMTg4ZDczYmU5MGUwZTkxMmIwMmU5NzMzIiwia2lkIjoiZGlkOmFsYTpx
dW9yOnJlZFQ6MzM1NmFmMjdlOGIwYmFmYWM0MTQxYjU5NWMyOWRhYmVjOWEzM
zUzNiNrZXlzLTEifQ.eyJpc3MiOiJkaWQ6YWxhOnF1b3I6cmVkVDozMzU2YWY
yN2U4YjBiYWZhYzQxNDFiNTk1YzI5ZGFiZWM5YTMzNTM2IiwiZXhwIjoxNzI5
MTM4ODA3LCJuYmYiOjE3MjkxMzgyMDcsImp0aSI6IlVNQS9hbGFzdHJpYS10b
2tlbi9hODg0NGFiOS1mZGMzLTRmZjEtYWUxOC0zYTZkMWIxYTE1NDQiLCJpYX
QiOjE3MjkxMzgyMDcsImd3dSI6Imh0dHA6Ly8zNC45MS4yMTEuNjc6MjIwMDA
iLCJjYnUiOiJodHRwczovL2NhZC11ZC5zY2kudW1hLmVzL29yY2gvYXBpL3Yx
L3RpbnktdXJsL2NyZWRlbnRpYWxzL2I5NzdjYWYzLTU4ZjMtNDQ1OC05NmMxL
TU5YTE0NGNhMTUyZSIsInR5cGUiOlsiQWxhc3RyaWFUb2tlbiIsIlVTMjIxIl
19.WahBuuITAiYR-mtgM-siAZOMHASgkcS-ob0VIspjTtSqqe_hI45I4j8Fk0
iwlDXI1m2r10AGZ_jMSSHUaOnEew



A credential issuance
{
’iss’: ’did:ala:quor:redT:3356af27e8b0bafac4141b595c29dabec9a33536’,
’exp’: 1729138807,
’nbf’: 1729138207,
’jti’: ’UMA/alastria-token/a8844ab9-fdc3-4ff1-ae18-3a6d1b1a1544’,
’iat’: 1729138207,
’gwu’: ’http://34.91.211.67:22000’,
’cbu’: ’https://cad-ud.sci.uma.es/orch/api/v1/tiny-url/credentials/b977caf3-58f3-4458-96c1-59a144ca152e’,
’type’: [’AlastriaToken’, ’US221’]

}



the future



https:
//ec.europa.eu/digital-building-blocks/sites/display/EBSI/What+is+ebsi
https://hub.ebsi.eu/

https://ec.europa.eu/digital-building-blocks/sites/display/EBSI/What+is+ebsi
https://ec.europa.eu/digital-building-blocks/sites/display/EBSI/What+is+ebsi
https://hub.ebsi.eu/


https://www.dc4eu.eu/

https://www.dc4eu.eu/


the TIR
Trusted Issuer Registry

The Trusted Issuers Registry (TIR) is a generic decentralised registry that
maintains information about trusted issuers, including public data, accreditations
and other relevant details. This information is stored in the smart contract as
Attribute Envelopes (similar to Verifiable Credentials), which can be issued by
Trusted Issuers or self-issued. Validation of generic Envelopes (like Verifiable
Credentials) occurs outside the EBSI Platform. Issuers can define proxies used
during credential verification to check if credentials are still valid or have been
revoked. The verification flow is detailed in the Credential Status Framework.

https://hub.ebsi.eu/vc-framework/credential-status-framework

https://hub.ebsi.eu/vc-framework/credential-status-framework


Schemata
Trusted Schema Registry

https://hub.ebsi.eu/apis/pilot/trusted-schemas-registry
https://code.europa.eu/ebsi/json-schema/

Natural Person in Education use cases:
@cef-ebsi/vcdm2.0-verifiable-education-id-schema

Europass EDC based on ELM 3.2
@cef-ebsi/vcdm2.0-europass-edc-schema

https://hub.ebsi.eu/apis/pilot/trusted-schemas-registry
https://code.europa.eu/ebsi/json-schema/


Real working demo



A login credential request
{
’iss’: ’did:ala:quor:redT:3356af27e8b0bafac4141b595c29dabec9a33536’,
’exp’: 1729172389,
’nbf’: 1729171789,
’jti’: ’UMA/alastria-token/3c8355c4-344c-4267-a7ce-24a0ca7baf19’,
’iat’: 1729171789,
’gwu’: ’http://34.91.211.67:22000’,
’cbu’: ’https://cad-ud.sci.uma.es/orch/api/v1/alastria/alastria-session’,
’type’: [’AlastriaToken’, ’US211’]

}




